25X6

25X1A

Approved For Relgase 2001/09/]‘@1):|A§£[€I{§§§01090Rw600230031-1

wrdanh, b

. il 1 AR T
KDL YA T

COMTREL Srotudl GaLY
TCE-2915-58
1l April 1958
Copy _g._L__ of 12
Page 1 of {

MEMORANDUM FOR: Chairman, Utilization Advisory Board

ATTENTION: TALENT Centrel Officer, CIA
BUBJECT: Utilization of I ood 1Msiddle East Photogfifn,
REFERENCE: TCS-2968-58, dated 31 March 1958

& was the understanding of the TALENT Security Officer, CIA,
that the meeting held 31 March 1958 in the Office of the TALENT
Cantrol Officer, CIA, at which a number of subjects were discussed
" and Middle Enst photography, included some problems
which were not satisfactorily concluded to the point of finalization

~ aad sgreement by all present,

A. Paragraphl, b, and ¢, were agreed and concurred in.

B, Paragraphs 2, and 3, were agresd and coneurred in.

A. Exception was taken to Paragraph l.a. of referenced paper,
iee., plecing the "year and month" on each print.

B. Exception is taken to Faragraph 4, which states the sanitization
procedurs outlined in Paragraph 1 shall be forwarded 28%48
for thely guldance in the handling of such (NI material as ma.

saach them. It was specified that the materials would beﬁ
muterials as apposed to "all N materisls.” o531
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C. Exception is taken to Paragraph 5, in Reference, in that it
states the sanitization procedure established for N -
- eutlined in Paragraph 1, be applicable to materials acquired in the
Middle Kast and such sanitization be permitted in the 71, by Theatre
25X1C Cemmands

25X1A

NOTE: l. Even though sanitized, the release of this material
' in uncontrolled quantities from the TALENT Control
System, could lead to wild apeculation and discussion,

2. The material could most certainly be traceable to
the processing unit accomplishing the sanitization.

3. The possibility exists that the operational source
may be compromised generally even though the
source capability may not readily be determined
acourately.,

In gonpideration of the listed cbservations above, it is
the writez's belief that the releasing of sanitized TALENT materials
with no contipued control does not appear to be consistent with the
Agency's and the United States' svowed policy of denying unauthorized
overflights as a means of intelligence collection,

The dlaslosure of TALENT informastion to unauthorized
persons, either inndvertantly or by design, or by counter-intelligence
mathods of the country involved, could lead to a break in diplomatic
relstions with such country and generally jeopardize all U. S.
international relations,

B, Esxception is taken t0 Paragraph 6 in Reference which states
in part,

) Yo so o Pasticipating agencies, in case of emergency, are

uithorized to prepare smergency packages of sanitized

materfals for disposition with Theatre Commanders as
requived, the materials to be labsled 'CONFIDENTIAL -

MODIFIED HANDLING A{}THC)RSIEED;‘ documents to be
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NOTE: See NOTE to Paragraph C above. The security safe-
guards stipulated under a "CONFIDENTIAL NOFORN
Modified Handling"classification: Navy, SR Chap. HI
0304; AFR 205-1-F; Army AR~-380-5-(38) and
3*19-395-69, i“t’

"Information so designated pertains to combat or combat
related operations including aerial photography, negatives
aad related materials and these may be stored with &
reasonably secure locking device, Transmission outside
the U, S. mry be by unaceompanied Department of State
Alr or surface pouch.”

No vestrictive provisione were made in TCS~2968-58 re
tranamission and coptrol nor was the matter discussed. However,
it is & matter of record that often unaccompanied State Department
sea pouches have been lost, tampered with and contents stolen there-
from in traneit. The only recourse the United States has is to file a
protest with those foreign governments in whose ports the incidents
are slleged to have occurred,

X, Ezception is taken to Paragraph 7 in that some participating mem-
bers ralsed questions set forth above which were not satisfactorily
oencluded by all concerned.

After careful consideration it ia believed that the best interest of
security of the TALENT product will be served and the spirit of
General Cabell's security instruction to General Balmer carried out
if the following recommendations are supplemented to referenced
document TCS-2968-58 and ingorporated as an ammendment to the
original referenced paper.

A. Psaragraphl.a. be corrected to include that only the date of the
Yyear® be specified rather than “month and year,"
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B, Paragraph 4 be altered to specify that sanitization procedures
{corrected) outlined in Paragraph 1 of Reference shall be forwarded to
for their guidance in the handling of specific selected

Area” materials 8¢ may reach them (as opposed to “any

X
B roterials'),

C. Paragraph 5 in subject Reference be ammended to read:

YEanitization procedures outlined in Paragraph 1 (corrected) 25X¢
of reference memorandum which are applied to select prints,
pesitives, and uncontrolled mosaics relating to the N
Axes and currently being made available to [l s:ouid
2180 be applied as required to select TALENT materials
obtained in the Middle East,

In nddition to those outlined in Paragraph ! {corrected) of
referenced memorandum, sanitization procedures should

also ba permitted within the ZI, by Theatre Commands,
T

1. All such sanitization be accomplished by TAL.ENT cleared
persorme].

2, a. All wuch sanitized materisl be classified$ ECRET/

NOFORN/ Continued Control,

b. DEF: "Centinned Control," Information may be
used in only that finished intelligence which bears the
sume control as the information itself including

mambering and accountability,
' ' 25X1A

3. No reference be made to TALENT, —G{ESS.
soured or source capabilities and that the resultant
product of select panitized material be on a limited

dissemination basis only as required.
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4. To prevent attention from being directed to the
photograghy, the format and labelling will generally
correspond in all posaible respects to the standard
Armed Services procedures for slready existing
mpteriale of this type including mxmbaring and
accountability,

5. Only vertical exposures would be used for sanitization
purposes and ractifled enlarged cropped obliques for
the uncontrolied mosaics,

W g,

D. Paragraph 6 be. lad ~ o include the following additional
provisions for the nfeguarding of sanitized TALENT materials for
smsrgency combat or combat related operating use bearing the security
classification "CONFIDENTIAL - Modified Handling."

i, Comunanding Officers and Task Force Commanders will
insure that maximum security is obtained consistent with operational
considerations, Materials to be stored in a three-way combination
safe {field type acceptable) when not in use this does not preclude a
more secure means of storage at the discretion of the Commanding
Officer,

3, Dissemination in emergency packages from the TALENT
Processing centers or TALENT Control Centers to Field Commanding
Officers be accomplished via officer-courier or [l channels - never 25X
via unaccompanied State Department sea pouch.

3. Ceontrols to be maintained by independent service
accountability system this will also be an aid in registering sanitized
material at TALENT Control Headquarters - HTAUTOMAT.

4. At the cessation of the area emergency all packaged
sanitized materiale are to be returned from the respective Task Force
Commands to the Ares Headquarters Command and ultimately to the
Headquarters Command or TCO cnnxpenent for accountability, safe-

keeping and/or destruction,
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| 8, It is recommended that sanitized TALENT materials
sot be released in uncontrolled quantities bearing standard conven-
tional security classifications as indicated in reference memorandum;
& mathod of Continued Control should be developed and applied to
handle the disseminstion of sanitized TALENT materials,

¥. When the recommendations as set forth above have been agreed
to in substance and principle and so amended in TC5-2968-58 the
AQUATONE Security Ofiicer, the Security Advisor for the Utilization
Advisory Board and the CIA/TSO concur in the procedures as prescribed.

25X1A

CONGURRENCE:

25X1A
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Pestribution Idst for:

TC8-2915~58

Cy. #1 Chairman, UAB

. #2 |/; Executive Searetary, UAB
Cy. #3  T00/0IA

Oy, #4 8A/P/D0L

Cy. #5  30/AQA

Cye #6 Direstor of Security
Cye #7  T0O/usAp

Cy. #8 T60/U3N

Oys #9  100/03A

Cy. #10  TCO/HTA

Cy. #11  Seourity Officer, UAB
Oye # 12 180/CIs
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COVER SHEET ONLY

CONTROL CHANNELS
ONLY

NAGE LAWS, TITLE 18, USCA,
SECS. 793 & 794, THE TRANS-
MISSION OR REVELATION OF
WHICH IN ANY MANNER TO
AN UNAUTHORIZED PERSON
IS PROHIBITED BY LAW"”

“THIS DOCUMENT CONTAINS
INFORMATION AFFECTING
THE NATIONAL DEFENSE OF
THE UNITED STATES WITHIN
THE MEANING OF THE ESPIO- ‘ HANDLE BY TALENT




